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Implementing Presidential Decision Directive (PDD) 67:
Ensuring Constitutional Government and Continuity of Government Operations

A Continuity of Operations (COOP) Program and execution is a complex task for
any Federal agency. And, a successful implementation is essentially Mission Assurance
for an agency. By nature, it is a crosscutting effort that involves every segment across an
organization—from mission to enablers—and extends to all enterprise-level state based
and international operations. As such, a Federal Mission Assurance Team must be fully
aware of all the organization’s key business processes, technical infrastructure, data and
personal requirements.

Background

Presidential Decision Directive (PDD) 67, Ensuring Constitutional Government and
Continuity of Government Operations, directs all Federal Departments and Agencies to
have a viable Mission Assurance capability. It also establishes as Federal policy that the
United States will have in place a comprehensive and effective program to ensure the
continuity of essential government functions in the face of any “all-hazards” emergency
incident, be it a facility disruption of vital services, weather emergency, natural disaster,
terrorist attack and/or directed activation of COOP by the National Command Authority
and transfer of Mission Essential Functions to alternate facilities.

Federal Preparedness Circular (FPC) 65, Federal Executive Branch Continuity of
Operations (COOP), dated June 15, 2004, further defines the operational guidelines for
the establishment of a viable COOP Program and is integrated with guidance provided by
Homeland Security Presidential Directive 3, Homeland Security Advisory System (HSAS),
dated March 12, 2002. Finally, events of September 11, 2001, and the continuing range
of possible threats, including the use of Weapons of Mass Destruction (WMD), further
re-enforce the need for COOP or Mission Assurance capability that will enable all
agencies and their satellite operations to continue their Mission Essential Functions
(MEFs) across the widest array of emergency incidents.



In this white paper, we present a perspective on how to attain compliance with PDD 67
by embedding continuity of operations into Agency’s information technology re-
capitalization and/or facilities infrastructure plan.

The Challenges of Implementing a COOP Program

Challenge #1: Incompatibility of Existing Mission Assurance Plans

In recent years, many Agencies have undertaken aggressive initiatives to develop and
implement robust and comprehensive Mission Assurance programs. When implemented
correctly, these programs should ensure that those pre-determined Mission Essential
Functions (MEFs) and their resultant products continue to be available. However, when
the initiatives are undertaken as separate projects - not in parallel with the other
IT/infrastructure modernization programs- all Mission Assurance budgets and funding
requests may not be included and mapped appropriately to current and future
infrastructure, technological and personnel requirements. This results into Mission
Assurance Incompatibility.

Challenge #2: Implementing a Systematic Mission Assurance Integration

A systematic Mission Assurance integration protocol/process must be implemented to
ensure plan compatibility with the appropriate levels of redundant capability. With so
many projects competing for a tightly designed budget, Agencies may not afford the
luxury of purchasing or developing duplicate facilities or capabilities that stand ready to
be brought-on-line only when the primary system fails or becomes unavailable.
Therefore, a balance must be struck between the degree of criticality of an activity and
the fiscal resources available. It is incumbent upon senior Agency decision makers to
establish Primary and Secondary MEFs and understand the impact on their business
operations in the event of their disruption. Only then can critical Single Points of Failure
(SPOF) be identified, threats prioritized and contingency plans established to minimize
the consequences of SPOF exploitation. In addition, these actions must be taken in the
most effective and efficient manner possible, minimizing disruption to the normal work
processes while funding is scaled in accordance with resource limitations.

Challenge #3: Mission Assurance Planning, Development & Maintenance

Many Agencies conduct worldwide operations with the support of numerous large and
small installations. In some areas of Mission Assurance planning and development there
are generic business and functional areas where standard, proven Mission Assurance
procedures can be employed. This concept is applicable to satellite/extended operations
as they assume greater mission and budget support responsibilities. Other Agencies,
however, have a multitude of unique missions and functions that require tailored Mission



Assurance plan elements—definitely not a one size fits all approach. Current
organizational strategies may call for distributed operational capabilities utilizing
multiple locations with a diverse workforce. In today’s information sharing environment
previous problems resulting form location and availability of personnel an expertise can
now be minimized. In addition, because of the advent of shared databases and real-time
network connectivity, constituent support is no longer location constrained. The need for
site-specific network systems and database implementations will soon be minimized,
greatly enhancing the productive capacity and survivability/continuity of an Agency
MEFs.

Therefore, the challenge is to develop and maintain a plan that can support the diverse
and large-scale operations of an Agency.

Meeting the Challenges

It’s just good business sense

Beyond the PDD requirements, COOP and Mission Assurance planning is just good
business sense that will assist in safeguarding personnel, records, and facilities; planning
for emergency acquisition of emergency resources; and ensuring the capability to
perform at alternate or virtual work sites until normal operations can be resumed.

The Nortel_Unatek COOP and Mission Assurance perspectives are based the notion that
a successful delivery of a modular or compartmentalized COOP program must drive from
point solutions to a budget-smart, holistic and phased approach; and lifecycle flexibility
IS an essential prerequisite.

1. From point solutions to a budget-smart, holistic and phased approach
to Mission Assurance

Most agencies have numerous Mission Assurance plans in place for individuals,
buildings, records and IT components. But these point solutions will need to be expanded
and coordinated into an effective, integrated end-to-end backup capability that extends
throughout the entire organization. An Agency’s IT migration and/or associated re-
capitalization of information technology (IT) and facilities infrastructure initiative
presents an excellent opportunity to embed or “bake-in” necessary and flexible Mission
Assurance planning from the outset. This will enable an Agency to prioritize its threats,
map them to their business impacts and scale remediation efforts to its unique operational
and budget constraints. The result: a holistic and phased approach to developing an
overarching investment strategy that will deliver a mature Mission Assurance capability
across an Agency and all of its operating locations.

2. Lifecycle flexibility is key



An embedded Mission Assurance plan will also include check points for comparing
planned milestones of each program against actual progress based on measurable results.
It will allow for adjustments to be made based on triggering circumstances including
program shortfalls, improved technological capabilities, changes in operating
requirements and evolving mission mandates. These checkpoints will allow Agency
sufficient program flexibility throughout the IT/infrastructure lifecycle ensuring
continuous, cost-effective Mission Assurance process improvement

The notions above forms the plank upon which the Nortel _Unatek end-to-end solution
is anchored and designed to meet the requirements of PDD 67.

Solutions

1. Solution for Mission Assurance Incompatible

Our solution eliminates Mission Assurance Incompatibility. Here, the modular approach
and solution is to conduct a Mission Assurance Compatibility Review that requires
several key actions:

e Review existing and future Mission Assurance Plans to ensure that all elements of the
modernization program have been considered and integrated as appropriate

e Review budget requests and funding plans to ensure that adequate financial resources
will be available commensurate with Mission Assurance initiatives

e Perform a Gap Analysis of the Mission Assurance Plans and the Concept of
Operations (CONOPS) proposed by the Agency to identify areas of incompatibility
and ensure interoperability

e Review Mission Assurance Plans to determine the relationship and support to the
Agency’s Essential Functions (MEFs)

e Review existing vulnerability analyses of MEF and Mission Assurance related
facilities, systems/networks and processes. Vulnerability analyses and risk
assessments may need to be updated contingent on time and events

e Review internal lines of communications to ensure that interdependencies between
developmental initiatives and emerging pragmatic and technological changes are
shared and considered in the Mission Assurance planning process



2. Solution for Systematic Mission Assurance Integration

Our approach is to fuse the different elements of the Mission Assurance program into a
solution that makes sense. The key action steps of our Mission Assurance Integration are:

e |Initial activities must address the Agency’s Mission Assurance Plan as influenced by
the overarching Primary and Secondary MEFs

e Inthe event that a Mission team member or supporting team member working at the
Agency or operating facility is deployed or has possible schedule changes due to an
emergency, the family left behind must take on the duties and responsibilities that are
normally those of Agency’s Division Team Member. A comprehensive Family
Support Guide should be provided as a guideline for helping the family set up a
Family Plan in case of just an event.

e The Crisis Response Team plans will be reviewed to ensure that the immediate
responses focus on the key elements of personnel safety, damage containment,
continued performance of MEFs and (as necessary) actions required by the Agency’s
leadership’s decision to implement the Mission Assurance Plan either in whole or in
part.

e Each Operating Entity has individual Mission Assurance Implementation Plans that
support the continued performance of their necessary activities and essential
functions. These plans will be viewed from multiple perspectives intended to ensure
consistency with the Agency’s Mission Assurance Plans, support for MEFs,
availability of mandatory enablers (facilities, networks, personnel, etc.) and
identification of potential areas of competition for scarce and/or limited resources.

e Should Mission Assurance Plan activation require devolution of functions or
relocation of activities, it must support two critical elements: First, the plan needs to
ensure that the Agency’s facilities can continue conducting its individual MEFs.
Secondly, it must encompass all those operational and/or support functions required
upon the activation of the Agency’s/HQ COOP Plan. A comprehensive review will
be conducted to determine the COOP relationship between Agency and each client.

e A critical aspect that must be reviewed and addressed in the Mission Assurance
planning continuum is the need to ensure that relocation sites and devolution entities’
physical and cyber infrastructures, IT and human capital resources are kept current
and commensurate with the capability expectations of Agency plans. As the
Agency’s IT and/or infrastructure migration plan progresses, an ongoing comparative
analysis must be conducted to ensure a continuing compatibility.

e An integrated Mission Assurance Plan must be de-conflicted internally and
externally. The Agency should ensure that resources are not being used by another
organization. Priorities should be understood during the planning phase and the
Mission Assurance Plan may need to be adjusted, or additional resources identified.




e All critical success factors necessary for the Agency’s MEFs to be satisfactorily
performed must be available at relocation and devolution locations. Current and
future modernization plans should include a mandatory section that provides a
comparative analysis of the Agency’s capabilities. Current funding needs and
projected out-year budget requirements would be required elements of information
for each Agency Division analysis.

e As the roles, responsibilities and functional capabilities of the Agency change,
Mission Assurance plan modifications need to be made and revalidated. Key assets
must also be examined and certified as to their continued applicability and
availability. Resultant costs should be identified and explained.

e Tests, training and Exercises (TT&E) need to be an ongoing Agency enterprise to
ensure that Mission Assurance Plans can be activated, implemented, viable as
designed and MEFs performed as intended.

e An Agency -wide qualitative and quantitative measurement system needs to be
developed/identified and applied to the entire Mission Assurance process. Physical
and cyber infrastructures need to be evaluated periodically to determine Mission
Assurance readiness and compatibility Agency finance requirements. In addition,
Mission Assurance personnel both primary and alternates need to be challenged on
their continuing ability and readiness to carry out their Mission Assurance roles,
responsibilities and functions.

3. Solution for Large-Scale Operations Mission Assurance Planning,
Development & Maintenance

A number of areas will need to be considered in the development of and maintenance of
Mission Assurance Plans as a result Agency diverse operations:

e Key assets will need to be identified with requisite backup and redundant capabilities
available.

e Infrastructure support and business process responsibilities will need to be included in
state facilities Mission Assurance.

e Human Resource allocations will influence and impact on the construct of the COOP
relocation strategies and activation timelines.

e In the event of rotation and/or turnover of personnel at most operating facilities will
necessitate frequent Mission Assurance roster changes, additional specific Mission
Assurance functional training and more general Mission Assurance awareness
training.

e A robust Mission Assurance TT&E program will be required to ensure an acceptable
Mission Assurance readiness/operational posture.



e The geographic distribution of previously centralized business and support functions,
while it will improve Mission Assurance capabilities, will require additional
administrative scalable funding and to a certain extent redundant capabilities.

e Agency Mission Assurance Management and Plan maintenance will require greater
emphasis and senior level evolvement to ensure that devolution and relocation
strategies remain viable and that critical resources/personnel are not located at a
single site or same risk area.

Conclusion

From the lessons learned from the 911 and Katrina disasters, now is the time to address
compliance with PDD 67. The Nortel_Unatek solution provides the best. In essence, it is
a solution that will provide a scalable integrated and fiscally responsible solution to
Mission Assurance Program requirements.

The Nortel_Unatek team can help government Agencies attain compliance in a

comprehensive fashion and establish the COOP and Mission Assurance capabilities to
meet the requirements of PDD 67.

For your entire COOP needs email us at: info@unatek.com

About Nortel Government Solutions

With more than a century of experience in shaping the evolution of communications,
Nortel continues its tradition of innovation today by providing secure solutions that ignite
and power global commerce while helping solve the world's greatest challenges.

Nortel's leading portfolio of solutions spanning packet, optical, wireless and voice
technologies are at the very foundation of the world's economy, powering global
commerce and delivering innovative network capabilities to connect rural and
underdeveloped regions.

Working together with its customers in 150 countries, Nortel is improving the human
experience by fundamentally changing how the world works and how people
communicate, creating unique capabilities for business, education, entertainment and
security through reliable data and voice technologies.
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Drawing on its fundamental understanding of the network - both voice and data - Nortel
secures computing, network applications and end-user environments while maintaining
five 9s of reliability.* Nortel helps governments, businesses and individuals stay ahead of
threats including hacker intrusion, worms, denial of service attacks, identity theft, and by
delivering enhanced network management capabilities.

Whether supporting billions of transactions by a financial institution, providing vital
information services for healthcare or helping education heighten learning experiences
through the most advanced technologies, Nortel solutions are at work wherever reliable
data and voice communications are most critical.

For more information, visit http://www.nortel.com/solutions/government/index.html

About Unatek, Inc.

Unatek Inc., the innovator and leader in enterprise end-to-end IT security solutions,
provides a complete suite of solutions and products that secure LAN and wireless
networks and protect the extended mobile enterprise against all threats and attacks.
Unatek provides customer focused consulting and technical services to both private
sector businesses and public sector organizations. With industry experts, cutting-edge
technologies, and time-tested processes, Unatek can anticipate, identify and resolve
issues faster, more accurately and less expensively. Unatek’s proven track records in the
last ten years are a testimony of our ability to protect enterprises and their mobile users.

For more information, visit http://www.unatek.com/
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